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Introduction 

 As	technology	continues	to	evolve,	so	do	the	opportunities	but	also	challenges	

that	it	presents.	Today,	we	find	ourselves	at	a	crossroads	moving	from	a	society	already	

entwined	with	the	Internet	to	the	coming	age	of	automation,	Big	Data,	and	the	Internet	

of	Things 

(IoT). The	basis	of	democracy	consists	of	fair	and	just	elections.	Without	this	at	the	core,	

a	country	cannot	be	considered	a	true	democratic	one,	and	is	corrupted.	Therefore,	with	

the	arrival	of	digitalized	elections,	comes	the	threat	of	cyber	security	surrounding	

elections	and	voting	outcomes.	Election	security	has	become	a	huge	topic	in	the	last	few	

years	especially	with	the	intrusion	of	other	countries	in	national	elections	and	internal	

threats	towards	the	outcome	of	elections.	This	is	why	there	has	to	be	improved	and	

innovative	methods	that	are	to	be	implemented	in	every	country	holding	digitally-fueled	

national	elections.	 

	
Definition of Key Terms 

Election Security 

 The protection of elections and voting infrastructure, especially against cyber attacks. 
 
Election Infrastructure 

Includes but is not limited to:  
● Storage facilities for election and voting system infrastructure 
● Polling locations 
● Registration databases and election management systems 
● IT infrastructure 

 
Cybercrime 
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 Cybercrime refers to any form of crime performed with the aid of a computer network.  
 
Contingency Planning 

 Planning in case of emergencies and unlikely events. This is essential when it comes 
to national elections since there always must be a recovery plan to lower the chance of 
disruption to voting. 
 

Cybercriminals 

 Individuals or teams using technology in order to perform malicious information with 
the intent of stealing personal data, piracy or changing data in order to generate profit or 
personal gain.  
 

Cybersecurity 

 Cyber security refers to the body of technologies, processes, and practices designed 
to protect networks, devices, programs, and data from attack, damage, or unauthorized 
access.  

Internet 

 Essentially, the Internet is a global network of computing resources. By 1985, it was 
already well established as a technology supporting a broad community of researchers 
and developers and was beginning to be used by other communities for daily computer 
communications. Today, according to the ITU, more than 3.6 billion people use it. However, 
mostly in developing countries, some people still don't have access to the Internet, that is 
either because of a lack of infrastructure or affordability issues.  

 

Digital Age 

 Often also referred to as the Information age, or the Computer age, this concept 
reflects the ubiquitous nature of computing and the proliferation of technology in almost all 
aspects of human activity, such that digital interaction becomes a defining characteristic of 
said human activity. However, with our ever-increasing reliance on information and 
communication technology, we have witnessed the rise of more and more complex and 
sophisticated cyber-attack techniques. The degree of cyber threats has become more 
alarming, which is what we will see later on.  

 

Cyber security attacks / Cyber attacks 

 Cyber security attacks are considered deliberate exploitation of computer systems, 
technology-dependent enterprises and networks. Also known as cyber attacks, they use 
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malicious code to alter computer code, logic or data, resulting in disruptive consequences 
that can compromise data and lead to cybercrimes, such as information and identity theft.  

 

General Overview 

 As the world moves further into the 21st century and the digital age continues to grow, 
there is a bigger dependency than ever before on the work of information and communication 
technology. Such dependency comes along with struggles that have never before been faced. 
Governments are now lacking behind in the information technology that criminals such as the 
ones we are talking about possess. Action needs to be taken immediately if national elections 
are to remain impartial in the form they were intended to.  
 

Major Countries and Organizations Involved 

Russian Federation  

 The Russian Federation has been a key actor in the international arena in 
discussions to criminalize the misuse of information technologies since as early as 
1998. It has also played a significant role in different UN-mandated organizations, 
such as the Group of Governmental Experts (GGE), as well as other multilateral 
organizations in trying to establish regulation at the international level. For instance, 
along with China and as part of the Shanghai Cooperation Organization, Russia 
proposed the Code of Conduct for Information Security in 2011. As evidenced 
recently, Russia’s approach to cyber security, critical in fighting crime, is 
fundamentally different from that of the USA and other international actors, diverging 
significantly in their positions regarding freedom of flow of information, and the role of 
the state in regulating digital freedom (Giles, 2012). Russia has also been accused of 
carrying out massive cyber attacks against other nations (such as an attack in 
Ukraine that neutralized much of the country’s electric grid in 2015) and, while these 
claims remain unproven, it makes international consensus more complicated.  

 

 

Peoples Republic of China  

 The Chinese government has been a collaborator and participant in international 
discussions to understand and regulate cyber crime since the early 90’s. Probably its most 
fundamental contribution, along with Russia, has been that of the International Code of 
Conduct for Information Security, which was proposed by China and the rest of the Shanghai 
Cooperation Organization to the UN. China’s views on freedom of flow of information is well 
known, tending to view control of information as one of the key roles of the state (significantly 
differing from the positions of other world powers, such as the USA). The most significant 
development, however, has happened domestically, with the new Cyber security Law coming 
into effect in June, 2017 (KPMG, 2017). Prior to this law, China already had some 
preliminary laws regulating cyberspace. However, the new law is significantly more 
comprehensive, and is also widely seen as evidence of China’s increased focus on cyber 
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security. Key considerations comprised in the Cyber security Law include protection of 
personal information, security of network operations and critical infrastructure, restrictions on 
information overseas and clear penalties for violating the law.  

European Union 

 The European Commission has been a significant player in the international arena 
through its individual member states, rather than as a unified group. The European 
Commission has been driving towards enhanced cyber security and so-called cyber 
resilience since the establishment of ENISA (European Union Agency for Network and 
Information Security) in 2005. However, its most significant joint effort sits at the European 
Cybercrime Centre, part of Europol, and is tasked with coordinating EU cross-border law 
enforcement activities related to cyberspace, and also serves as a key competence and skill 
centre in the area of cyber security. Much of the emphasis in Europe in relation to cyber 
security has been around the issues of privacy, and in trying to drive towards a so-called 
single digital market (the digital equivalent of a single “physical” market). A recent significant 
development in cyberspace in the EU has been the implementation of General Data 
Protection Regulation in 2018, which significantly enhances the rights of citizens to control 
their personal information (and severely limits what third parties can do with citizens’ 
personal information without their express authorization).  

The United States of America 

 The United States has a decentralized election administration system. Therefore, 
elections go through secretaries of state, county clerks and thousands more. However, election 
security has become a highly concerning national security matter with officials from the 
federal government coming into play. In 2016 the U.S. Department of Homeland Security 
(DHS) assigned election infrastructure to be “critical infrastructure” granting it to be 
additionally protected through Homeland Security.  

 
The importance of election security has risen over the past few years, due to the 2016 
elections and the confirmation by the DHS that the Russian Federation had attempted to 
interfere in order to “undermine confidence in the democratic process”. James Clapper, the 
former director of National Intelligence, along with other intelligence officers also confirmed 
that there had been an extensive counterattack performed by Russia, regarding the national 
elections and speaking to ‘the New Yorker’ he was quoted to say “it stretches credulity to 
think the Russians didn’t turn the election”. It may never be able to prove to what extent this 
meddling turned the result of the election, but the fact that it occured is a huge national breach 
of security.  

International Foundation for Electoral Systems (IFES) 

 The International Foundation for Electoral Systems is an international non-profit 
which is based in Washington D.C. that assists, researches and aids in electoral management, 
electoral law, etc. The organization is combatting the possibility and occurrences of cyber 
attacks and breaches with elections. They have developed a process names Holistic Exposure 
and Adaptation Testing (HEAT), aiming to safeguard digitalized electoral processes from 
incursions, system failures and overall cyber issues.  
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IFES also hold discussions and research on Electoral systems and safeguarding them. For 
example, on the 6th of November 2018 a discussion was held about the state of cybersecurity 
in elections internationally, called “Elections Under Threat? A Global Comparative Analysis 
of Cybersecurity of Elections,”. This included representatives from the International Election 
Management Body (EMB). 

International Telecommunication Union (ITU) 

 This is the largest United Nations funded organization concerned with information and 
communication technologies and the problems and innovation they present. At the World 
Conference on International Telecommunications (WCIT), an annual event, develop 
proposals and solutions on International Telecommunication Regulations (ITRs). These 
developments are essential for international communities and all nations involved since they 
provide guidelines for governments and nations on combating problems within information 
technologies. 

Timeline of Events 

Date Description of event 

2013 - 2018 

A gang of hackers, known as Carbanak, has, for the last five years, been 

targeting banks in at least 30 countries worldwide, stealing well over $1 

billion in total. The gang targeted financial transfers and ATM networks 

from late 2013 by using a series of malware attacks (so, designed to 

damage or block computers) called Anunak and Carbanak. Following a 

coordinated international investigation, the (still anonymous) leader of the 

gang was caught in Spain.  

November 21, 2017 

 

The famous ridesharing app Uber releases a statement, revealing that 

hackers in 2016 stole personal information from around 57 million Uber 

users around the world, including their names and driver’s license 

numbers, rider names, email addresses and mobile phone numbers. 

However, the story does not end here. The company admitted to having 

paid the hackers $100,000 to delete the stolen data and keep the breach 

quiet, thus not reporting the incident.  

July 17, 2017 

 

Established by the United Nations in 2004, the Group of Governmental 

Experts (UN GGE) aimed to strengthen the security of ICTs. Up until 

now, the UN GEE has held five sessions, two of which have resulted in 

consensus reports. However, in 2017, they failed to present a much-
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anticipated fifth report, not being able to reach a consensus on whether or 

not international humanitarian law applied to cyber operations. 

 

March 20, 2016 

 

Malicious messages first hit Hillary Clinton’s presidential campaign. 

Within nine days, some of its most consequential secrets were in the 

hackers’ hands, who consequently tried to compromise Clinton’s inner 

circle and more than 130 party employees, supporters and contractors. 

2016 

 

While in negotiations to sell itself to Verizon, the once 

major Internet pioneer, Yahoo, uncovered two major 

data breaches (which happened around 2013-2014), knocking an 

estimated $350 million off its sale price. These breaches are said to have 

compromised personal information of all 3 billion of its accounts, which 

were hacked. 

2013 

Edward Snowden, former NSA contractor, now living in exile in Russia, 

leaks the biggest cache of top-secret documents to the media, like for 

example, details of extensive internet and phone surveillance by American 

intelligence. 

 

January 10, 2012 

Google shocks the security community by disclosing that it (amongst 
other companies) was hit by attacks that originated in China, with some 
targeting Gmail accounts of Chinese human rights activists. As a result, 
the Internet giant said it would stop censoring its Web results in China. 
Google ended up exiting the Chinese market altogether.  

 

December 9, 2011 

The United Nations Economic and Social Council (ECOSOC) holds a 
Special Event on Cyber Security and Development, organized by the 
International Telecommunication Union (ITU), joined with the 
Department of Economic and Social Affairs (DESA). 
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February, 2010 

Chelsea Manning, formerly known as Bradley Manning, passed to 
Wikileaks a series of documents: the Iraq and Afghan war logs, diplomatic 
cables, and Guantanamo Bay files. One of the most notable files is a 
video, showing a US helicopter crew laughing as they launched an air 
strike killing a dozen people in Baghdad in July, 2007. She was released 
on May 17, 2017, after having served nearly seven years of a 35-year 
sentence.  

 

November 23, 2001 

Budapest Convention on Cybercrime, which came into force on July 1, 
2004, is the first international treaty, which seeks to address cybercrime 
by harmonizing national laws, increasing cooperation between countries, 
as well as improving investigative techniques. 

 
1998 First resolution on cyber security submitted to the United Nations by the 

Russian Federation. 
 

 

 Attempts to solve the Issue 
 Debates concerning cyberspace have been present in the General Assembly’s first 

committee for more than a decade. Today, more than a dozen organizations are involved, 

such as the Organization for Security and Co-Operation in Europe (OSCE) or the ITU. 

Cybercrime notably became a hugely discussed topic at the United Nations between 1998 up 

until 2004, culminating in the Budapest Convention on Cybercrime coming into force, on July 

1, 2004. We can further note that when there was support from China and the United States 

the emergence and sponsorship of resolutions increased significantly. In 2010, a Group of 

Governmental Experts (GGE), consisting of diplomats from various powerful member states, 

stated: “existing and potential threats in the sphere of information security are among the 

most serious challenges of the twenty-first century”. This was followed by Russia, along with 

China and as part of the Shanghai Cooperation Organization, proposing the Code of 

Conduct for Information Security in 2011. In October 2013 the UN approved a Russian 

proposal titled: “Development in the field of information and telecommunications in the 

context of international security”, a draft intended to keep the Internet and mobile 

communications secure. More recently, however, the fifth edition of the GGE failed to gain 

consensus on how states should behave in cyberspace, and therefore did not submit a report  

to the UN’s General Assembly, making the future of the group now uncertain.  

Thus, there have been some efforts in different international forums to address the issue. In 

various UN groups, government experts have been convening these last years in an effort to 

achieve consensus and common understandings on the norms that apply with respect to 
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cyber security. However, to date, these efforts have had a limited impact, and progress, if 

made, is very slow.  
   

Possible Solutions 

 Cyber threats are emerging as a pressing global challenge facing the international 

community. In order for national elections to be held in cyberspace, it is essential to 

acknowledge the different values of each country to build mutual trust and be able to work 

together to counter these challenges. In general, to establish efficient cyber security 

strategies, it is crucial to consider the prevention, incident management as well as 

consequence management of cyber security attacks. Meaning that, the before, during and 

after stages of the attacks are essential and to be included in resolutions, in order for a 

strategy to be effective.  

Vulnerability of cyberspace to these threats may impede activities in cyberspace and hamper 

free flow of information. Therefore, in addition to the existing measures and initiatives, there 

should be a new mechanism based on enhanced international cooperation in order to 

appropriately address the risks associated with the revolution in information and 

communication technology. For this, the importance of organizations such as ITU and the 

promotion of initiatives for international cooperation and mutual assistance in cyber security 

should be emphasized upon. It is not unlikely that terrorists or states wanting to attack a 

particular state or business using cyber terrorism or cyber warfare will look for the weakest 

links in the global chain and hit wherever they can to harm their primary target. The creation 

of a global action strategic plan in that regard could then be seen as a priority. International 

standards and norms to be applied across the board by states, and mechanisms for 

information sharing and cooperation, must be put in place sooner rather than later.  

Although absolute prevention of cyber-attacks would be ideal, it has 

become incredibly difficult, because of the expansion of cyberspace as well as the 

sophistication of cyber threats. A more realistic approach is urgently needed. We already 

know that certain risks will occur and trigger incidents, but what is essential is a fast recovery 

from such incidents to mitigate any further damage that they might cause. One of the 

most pressing tasks for the international community is thus establishing a mechanism 

to implement a risk-based approach, where risks would be quickly and appropriately 

identified as they evolve and responded to dynamically. As stated before, absolute 

prevention of cyber-attacks is nearly impossible, however each government should still invest 

in having a reliable, real-time cyber security mechanism dealing with the identification of 

cyber threats likely to occur, and routinely checking information infrastructures for any signs 
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of cyber activity that is suspicious. Systematic routine checks can thus be successful as 

prevention methods to avoid cyber security attacks (although not unilaterally). 

In addition, although technology is the means through which cyber security attacks are 

carried out, it could also be a part of its solutions. Developments in technology may well 

provide solutions to the flaws of information infrastructure. It is, therefore, practical option to 

invest into research concerning technology to counter cybercrime. However, this would 

involve money and infrastructure that may not be available to developing countries. Thus, in 

order to address the mounting cyber challenges ahead, weaker states, whether NATO 

members or not, will need assistance in building up their capabilities. Domestic standards, 

laws, and institutions for combating cybercrime, cyber terrorism and cyber warfare will need 

to be put in place. International legal parameters will need to be defined and significant 

mechanisms for information sharing and cooperation will need to be created. Although this 

will not be easy, as there will likely be an amount of political opposition from states, and 

because of the diametrically opposed views from the United States and other Western 

countries, on one hand, and Russia and China on the other, regarding how cyberspace 

should be regulated; a concentrated effort is needed to try and close this serious gap in 

security.  

Finally, in the age of globalization not only is it necessary to create the norms 

and infrastructure for states to work together to combat cross-border issues, but it may also 

be more possible to persuade states to do so if a strong lead is taken, whether by one 

powerful state or a group of states. Compelling measures must be put in place making it in 

the direct interests of states and industry to cooperate and adopt standards and 

cooperation methodologies. Aside from that, education on the subject that is cybercrime, as 

with any issue rising on the international front, is hugely needed. The lack of valid information 

of what actually constitutes cybercrime can be potentially dangerous because much of the 

fear arousing is from speculation on what it constitutes. Educating people on what they can 

do to protect themselves from cyber-attacks, amongst other things, is thus vital.  

As cyber terrorism, cybercrime and cyber warfare pose a real and significant threat to 

national security. Together with increasing domestic efforts, strong operation on the 

international front is key.  
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